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ABSTRACT

The Health Insurance Portability and Accountability Act (HIPAA) were enacted in 1996, and since its enactment there has
been a lack of policing/enforcement of the Act. It took HIPAA, Office of Civil Rights (OCR), and the U.S. Department of
Health and Human Services (HHS) thirteen years to assign its first violation of a HIPAA law breach. It is HIPAA’s fiduciary
responsibility to protect and safeguard Electronic Patient Health Information (ePHI) and it was not performing its intended
purpose. Due to the lack of policing/enforcing HIPAA laws for sometime, HIPAA, HHS, and OCR begin to fine covered
entities. These fines are small, but they try to fine as many organizations as possible. There is a clear shift from small to large
fines in HIPAA violations in just a matter of a few years. These violations amount to millions of dollars in fines for ePHI data
breaches, due to a lack of administrative oversight in encryption, updating software/hardware, health information record
systems, policies and procedures, time and cost planning (budget). This study is intended to evaluate those who have
currently violated HIPAA laws, those who will potentially violate HIPAA laws, and those who have violated HIPAA laws in
the past. The major beneficiaries are patients, covered entities (health care systems, hospitals, clinics, The Joint Commission
(TJC) Etc.), and government agencies (HIPAA, HHS, OCR, and Centers for Medicare and Medicaid Services (CMS)).

Keywords: Violations, HITECH, ARRA, OCR, DHHS, United States Health Care System

Abbreviations: HIPAA: Health Insurance Portability and Accountability Act; EMR: Electronic Medical Records; EHR:
Electronic Health Records

INTRODUCTION The HIPAA Privacy Rule addresses how covered entities
shall use and disclose protected health information (PHI).
Covered entities can include health care providers, health
plans, data clearinghouses, and business associates affiliated
with health care organizations. Since One-Stop Care’s
clinical team handles PHI daily, all staff must adhere to the
standards set forth by HIPAA and prevent unlawful
disclosure of highly confidential health information. The
HIPAA Security Rule reinforces that all covered entities
must ensure the protection and integrity of electronic PHI,
safeguard against data security threats, and certify

The United States health care system’s infrastructure
regarding patients’ Electronic Protected Health Information
records (ePHI) such as: Electronic Medical Records (EMR),
digital imaging, revenue cycle and billing software (not
limited to these) have evolved throughout the years, and
2021 marks the 25" year since the Health Insurance
Portability and Accountability Act of 1996 (HIPAA)
enactment [1]. The main focus of HIPAA law is: (1) The
portability provision, (2) The tax provision and (3) The
administrative simplification provision and it is the third

provision that protects ePHI. This does not mean HIPAA has
all the answers, but it does provide a greater level of security
to patient information [2]. The Healthcare Insurance
Portability and Accountability Act (HIPAA) were signed
into law in 1996. HIPAA was first created to improve the
portability of health insurance for those people that werein
between jobs; in other words, to ensure workers did not lose
coverage when they were changing employment. In 1998,
the legislation went further to improve the security standards
to protect patient health information that was stored by
health plans and in 1999; the Privacy Rule was proposed to
restrict the disclosure of Protected Health Information.
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compliance by the applicable workforce [3]. The Health
Information Technology for Economic and Clinical Health
(HITECH) Act went into effect in 2009. The law promotes
the adoption of health information technology (HIT) and
addresses privacy concerns with electronic health
information storage and transmission. Violations of the act
can result in a maximum penalty of $1.5 million. One-Stop
Care will employ the use of electronic medical records
(EMRs), and therefore will make the utmost effort to comply
with the requirements of HITECH [3].

The review of HIPAA background and its counterparts such
as, HITECH, ARRA, OCR, and DHHS, provided better
understanding of HIPAA’s current underlying and growing
issues. The lack of implementation of HIPAA law to its
fullest extent has affected many organizations. HHS and
OCR provide HIPAA violation cases with year, total
violations fines, organization who is fined, date of fines,
correction plan and OCR public settlement announcements.
These violations can range from rights of access, data
breach, HIPAA security rule violation, stolen encrypted
technology, and other HIPAA violations. One can deduct
that OCR is more heavily engaged in auditing health care
organizations and assigning fines that easily reach several
thousands of dollars. Prior to HIPAA, no generally accepted
set of security standards or general requirements for
protecting health information existed in the health care
industry. At the same time, new technologies were evolving,
and the health care industry began to move away from paper
processes and rely more heavily on the use of electronic
information systems to pay claims, answer -eligibility
questions, provide health information and conduct a host of
other administrative and clinically based functions [4].

The Security Rule operationalizes the protections contained
in the Privacy Rule by addressing the technical and non-
technical safeguards that organizations call “covered
entities” must be put in place to secure individuals’
“electronic protected health information” (e-PHI). Within
HHS, the Office for Civil Rights (OCR) has responsibility
for enforcing the Privacy and Security Rules with voluntary
compliance activities and civil money penalties. The Health
Insurance Portability and Accountability Act of 1996
(HIPAA) required the Secretary of the U.S. Department of
Health and Human Services (HHS) to develop regulations
protecting the privacy and security of certain health
information. The Privacy Rule, or Standards for Privacy of
Individually Identifiable Health Information, establishes
national standards for the protection of certain health
information. The Security Standards for the Protection of
Electronic Protected Health Information (the Security Rule)
established a national set of security standards for protecting
certain health information that is held or transferred in
electronic form. The Security Rule operationalizes the
protections contained in the Privacy Rule by addressing the
technical and non-technical safeguards that organizations
called “covered entities” that must put in place to secure
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individuals
PHI) [4].

electronic protected health information” (e-

Health plans are providing access to claims and care
management, as well as member self-service applications.
While this means that the medical workforce can be more
mobile and efficient (i.e., physicians can check patient
records and test results from wherever they are), the rise in
the adoption rate of these technologies increases the
potential security risks. A major goal of the Security Rule is
to protect the privacy of individuals’ health information,
while allowing covered entities to adopt new technologies to
improve the quality and efficiency of patient care. Given that
the health care marketplace is diverse, the Security Rule is
designed to be flexible andscalable so a covered entity can
implement policies, procedures, and technologies that are
appropriate for the entity’s particular size, organizational
structure, and risks to consumers’ e- PHI [4]. Since April
2003, OCR has investigated over 298,834 HIPAA
complaints, while over 1,133 compliance reviews were
initiated and about 290,026 (97%) of these cases were
successfully resolved as of May 31, 2022.

Allen [1], describes HIPAA as “a framework of evolving
regulations that’s revised periodically in response to
demands of biomechanical innovation and public health in
the digitalage” (p.1). It was known as the Health Insurance
Portability and Accountability Act of 1996 which was a step
towards greater health information privacy. Due to the
growth of patient medical records, HITECH has faced many
obstacles in protecting/policing the collection of ePHI,
storage of ePHI, transfer of ePHI and the sharing of ePHI.
Again, the large number of complaints against the lack of
protection of ePHI, even after the HIPAA Act and the
HITECH Act, has forced the U.S. Department of Health and
Human Services’ Office for Civil Rights (OCR) to finalize
the omnibus rules on January 25, 2013. This meant that all
health care and non-health care organizations would be held
responsible for the breach of ePHI as a violation. “The
omnibus rules, however, expanded the reach of HIPAA to
include all business associates that create, receive, maintain,
or transmit protected health information™ [5].

Before HIPAA existed, patients’ medical information was
not protected. Medical doctors,nurses and other medical staff
could easily log into any computer and look up patient
information. If they needed to share patient information,
they could do so without a second thought or any
restrictions. The implementation of HIPAA laws has brought
about much change, but it has not been easy or quick.
HIPAA was enacted in 1996 and the first change proposed
was the Security and Electronic Signature Standard Rule
(SESR) in August 12, 1998 and the Privacy Rule was
proposed in November 3, 1999. The Privacy Rule did not go
into effect until March 16, 2006. Once this rule went into
effect, it allowed for OCR to conduct investigations into
HIPAA violations. This led to legal proceedings of HIPAA
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violations as well. It took overseven years to establish a new
rule in order to provide a framework for policing and
holding health care organizations accountable for a lack of
protecting ePHI. It took 13 years for full implementation of
HIPAA laws from HIPAA enactment in 1996 to the first
violations fine in 2009.

Due to the lack of enforcement, the nation is faced with the
lack of HIPAA law regulations through the OCR. It has been
suggested that out of more than 33,000 complaints up until
2008, only 8,000 were investigated and no financial
penalties were issued, leading to the HITECH Act Signing.
This Act pushed the use of electronic record use in health
care organizations. HITECH is introduced as part of the
American Recovery and Reinvestment Act 0f2009 (ARRA).
There were many incentives for health care organizations to
switch to electronic record keeping. The HITECH and
ARRA Acts allowed for the centralization of ePHI. With
thesechanges, 2009 proved to be the first year in which OCR
cracked down on organizations that still did not comply with
HIPAA laws. According to HHS, CVS Pharmacy was the
first to receive a financial penalty and CVS Pharmacy Inc.
was ordered to pay $2.25 million for improperly dumping
patient health records. Two thousand and twelve marks the
Final Omnibus Rule and the OCR pilot audit ends with the
final issued omnibus rule in 2013. From 2015 up until today,
there have been HIPAA audit delays and faced with the
restrictions of COVID-19, there are many more delays.
HIPPA and all its counterparts must continue to evolve with
the world of ever-changing rules and systems.

With the aforementioned changes, we have a better
definition of the 4-tiers of HIPAA violations. In order to
better understand violations, we must look at the 4-tiers used
to fine thosewho violate HIPAA law. HHS indicated that the
first-tier affects entities that did not know and could not
reasonably have known of the breach. An example of the
first-tier violations can be outlined as follows: A Hospital
system has a breach in which a hacker walked into the
hospital and put a bug into the system in order to hack it.
The assailant is not employed by the organization. The
organization has no idea the hack is taking place and
therefore the hospital has no idea they are the victim of a
crime that they will have to pay for dearly. Even though the
hospital did not know nor could they have reasonably
known, they will still be held liable for notimplementing the
adequate safeguard in order to prevent such threats to breach
of patient information. This first-tier was reported to be
punishable with fines from $100-$50,000 per incident up to
$1.5 million. The second-tier affects are to covered entities
who knew or by exercising reasonable diligence would have
known of the violation, though they did not act with willful
neglect. An example of this tier is: A hospital hires an IT
consultant to establish a firewall in order to protect their
patient’s information.

The IT consultant tells the hospital executive team they will
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only have one year in whichthe firewall will hold up and
they will need to update and add more layers of protection.
The hospital says they agree and do not contract with this IT
consultant for a follow up update of their system. They
decide they will do it once the contract is complete at the
end of the year. Theexecutive team is busy at the end of the
year and they forget to call the IT consultant to renew their
firewall. Six months later, the hospital has a breach of
patient information. The executive team could have
prevented this breach of data if they would have diligently
kept to their executive fiduciary responsibilities. Due to their
negligence, the hospital could be or will be fined. Second-
tier violations range from “$1,000-$50,000 per incident up
to $1.5 million.” The third-tier violation affects those
covered entities who willfully neglect and correct the
problem within a 30-day time period. An example of this tier
is a patient who believes their ePHI has been compromised
and files a complaint with HHS to further investigate the
doctor’s attendedclinic.

The private practice receives a visit from OCR and if it is
deemed to have violated a HIPAA law, OCR allows this
clinic to write a 30-day correction plan and to fix the current
issues at hand. The clinic writes a plan of correction and
effectively corrects the issue, hence securing the patient
EHR. The fine for this tier is $10,000-$50,000 per incident
up to $1.5 million. The fourth-tier was reported to consists
of the covered entity that acted with willful neglect and that
failed to make a timely correction. An example of the fourth-
tiers is: A hospital knowingly decided to not train staff to
follow HIPAA guidelines. A patient noticed that a nurse is
sharing their HIV positive status with another nurse in the
hallway (this hallway is full of other patients and hospital
visitors) and the patient sees his friend pass by as the nurse
mentioned the patient’s name and positive HIV statues. This
patient reports the hospital to HHS and there is an audit
conducted. The hospital does not care to create a 30-day
correction plan and continues to train staff without any
guidelines of HIPAA laws. This hospital is in violation of
HIPPA’s fourth-tier of which they can be fined “$50,000 per
incident up to $1.5 million.

PROBLEM STATEMENT

One of the major issues regarding the subject of (HIPAA)
violations is encryption. The largest fines for health care
organizations are derived from the lack of encryption of
(ePHI) and (EMR’s). In the (OCR) settlement
announcements, one can have a better understanding of total
fines per year. Starting with 2017, HIPAA fines totaled
$20,393,200.00. These fines included, but were not limited
to: lack of timely breach notification, lack of safeguards for
ePHI, disclosing patient information. In 2018, the total
HIPAA violation fines were $28,683,400.00. This year
included the largest U.S. health data breach in history.
Anthem paid OCR $16 million for the data breach. In 2019
and 2020, the fines totaled $28,824,900.00. These fines
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outline someof the major obstacles that need to be addressed.

Other ramifications for a lack of encryption of ePHI lead to
violations which in return hurt the health care organization
economically, it diverts time and resources away from more
pressing matters. It is counterintuitive to not want to spend
the time initially on structure, education, and HIPAA
updates to the health care organization. When reviewing
secondary data sources regarding HIPAA violations, the
information found is overwhelmingly screaming for change
towards a more positive direction. Year after year, there are
violations that cost many thousands and even millions of
dollars. These costs are one of the reasons behind inflation
costin health care organizations. In order to balance out the
financials in the organizations affected, executive teams
strategize and raise costs to regain lost profits due to HIPAA
violations.

There is also the theory that HIPPA violations are merely a
means to an end. With such high-cost violations, it begs the
question, why do HIPAA violations worth millions of
dollars still occur on a yearly basis? According to Gaia [6],
there are also monetary incentives used to persuade nurses,
doctors, insurance agents, and relatives to violate HIPAA
regulations and privacy regulations. The current issue is that
45.9% (240/523) of nursesin these scenarios said there is a
price they are willing to except in order to breach ePHI. This
price ranged from $1,000 to $10 million [6].

The percentage for doctors was 35.4% (185/523) with the
same price incentive as nurses.

Insurance agent’s scenario outlines a 45.1% (236/523) of the
participants who would take a monetary incentive between
$1,000 and up to $10 million. The most alarming and
impressivenumbers come from family relationships. One of
the scenarios was outlined as follows: the mother of the
person committing the HIPAA violations did not have
insurance coverage and therefore a HIPAA violation would
have to occur. This group totaled 78.4% (410/523) of
participants who would violate HIPAA violations and
regulations for an incentive of $100,000 from a media outlet,
including politician’s medical records. The scenario-based
questionnaire study also created a scenario where a person is
incentivized by obtaining a famous reality stars medical
records in exchange for $50,000 that would be used to help
transport a friend in an emergency setting. These scenarios
outline the fact that people of all types and positions are
willing to violate laws and regulations for a price, whether it
is for economic gains or tied to emotional needs. Although
the scenario-based questionnaire study concluded that there
is a price for violations, one of the key findings was that
people who perceived they would be caught would be less
likely to release private information [6].

PURPOSE OF THE STUDY

This study is intended to give the reader a better
understanding of the current U.S. standing on HIPAA
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regulations, violations and what can be done to prevent such
events and the associated costs. Title II of HIPPA directly
addresses and protects the security and privacy of patient
health information [7]. Employees need to comply with all
aspects of HIPAA, as it continues to provide patients with
direct and obligatory rights to privacy [8]. Therefore, the
main purpose of the study is to access the current U.S.
standing with HIPAA regulations, violations and what can
be done to prevent such events and associated costs. Due to
the lack of action to enforce provisions, guidelines and
bylaws, there is a culture of change that needs to be
awakened within health care organizations; this study also
outlines the negative effects and costs related to neglecting
HIPAA guidelines to protect (ePHI).

Looking into HIPAA fines from 2017 to 2020, the total cost
of HIPAA violations was $77,901,500.00 [9]. One can
deduct from this data that there is much room for
improvement when it comes to enforcing and policing health
care organizations in regards to HIPAA guidelines. When
comparing different violations, the major violations at over 1
million dollars are those with a weak infrastructure for
encryption and redundancies attached to ePHI. This study
mainly focuses on what can be done to educate staff
regarding the importance of HIPAA, update policies to
reflect processes and procedures (with room for new HIPAA
guidelines), and a proper road map to navigate the world of
encryption.

SIGNIFICANCE OF THE STUDY

The job of encryption requires that the organization purchase
software and physical equipment in order to protect ePHI.
Not only should there be software and hardware, but there
should be a set of policies and procedures in order to better
understand who can access data, store, transfer and share.
The most damaging and high-cost HIPAA breach violations,
according to OCR reporting’s, are those that hack the
internal system of a health care system or hospital in order to
access ePHI. This issue arose from the implementation of
HIPAA’s HITECH provision to transitioning all paper
medical records to ePHI. These changes brought about
electronic recordsystems to input data, track data, store data,
and share data between health care providers and practicing
covered health care entities. These entities have
implemented or updated their record tracing data systems
and encrypted them for security measures.

Also, who can store, who can access it, and who the health
care providers can legally share it with. There is also a need
for decryption, as well as encryption “in backing up, and
transmitting electronic patient information” [10]. Therefore,
there is a need for storage of this data and safe point
verifications systems or destruction of data if it is no longer
needed. There should be a firewall specific to the practice
and or individual departments where data is collected, shared
and managed. The implantation of these system for many
years have been feared due to the upfront high cost of
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implementation.

This would include the cost of and time usage in not only
purchasing software and hardware, writing new policies and
procedures, training staff to abide by current and updated
HIPAA guidelines, but also training staff to use new
software system.

RESEARCH METHOD

The research design relied on secondary data sources that
included publicly available data on Health Insurance
Portability and Accountability Act (HIPAA) violations.
Documentary data includes the articulating and the
interpretation, then the reflecting (also reflective) of the
interpretation of the empirical material, and finally, the
generating of theory as a multidimensional typology [11].
The findings in this research rely on a reexamination of
published research within the last five years, especially
during this COVID-19 period. Given the extensive literature
review and analysis on HIPAA violations, a deductive
approach was pursued in the analysis of the findings [12,13].

This research also utilized a non-systematic meta-analysis
research found in the major databases under the terms
HIPAA, OCR, ePHI, HITECH, EMR and ARRA since the
year 2015, and was conducted in order to report the major
primary findings. The review for this research included peer-
reviewed publications that studied and investigated new
approaches to planning and development that is included in
the references listed for this study. Articles from non-peer-
reviewed publications were also included and partially listed
on this review, based on relevancies. The remaining articles
were retrieved for further screening and were included in the
review, as they evaluated urban health. Other bibliographies
included in this research were hand-searched and therefore,
no limitations were placed on study scope. Most of the
results generatedfor this study were extracted from OCR and
HHS monitoring reports to date, as a result of comparative
analysis. Other findings from peer review research were also
compared with the findings from major organizations, such
as HIPAA, HSS, OCR, HITECH, ARRA, TJC, and CMS in
order to report accurate results for this research.

Several research questions were derived from the Scenario-
Based Questionnaire Study, such as who pays for it, and is
there a higher incentive to allow a breach of data in order to
gain higher future ROI by providers, payers and or
government officials? These questions were generated to
determine the difficulty with policing and enforcing at a
large scale, the costs associated (encryption, trainings,
adding new and continues HIPAA policies and procedures,
the cost and time consumption of implementing a new
effective EMR system) and potential incentives to breach
HIPAA data and physicians not trained and violating
HIPAA; with the pretense that the major issues with HIPAA
violations and regulations prove that there are still toomany
violations. There is a lack of oversight in policing violations
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[6].
FINDINGS

The findings were derived from peer reviewed journals, hard
data, government reporting agencies and secondary sourced
data. This qualitative study focused on articulation,
interpretation, and reflective work on empirical material.
The data analysis and interpretation presented the following
conclusive information. HIPAA was not well designed early
on to police/enforce its laws. HHS and OCR were designated
to audit, assign fines and report findings. These organizations
have been working on better regulation of the violations of
HIPAA in covered entities, but are not efficiently succeeding
in their intended overall purpose.

Health care organizations are mandated by CMS to be
accredited by TJC and/or other organizations, such as
URAC. They are mandated to be accredited in order to
receive payment from CMS for services rendered to patients.
Accrediting organizations certify covered entities, yet they
still receive fines from HIPAA violations, such as breach of
ePHI. Part of the accrediting process involves having an
encryption with secure software and hardware in order to
protect ePHI. It is concluded that health care administrations
lack in establishing policies and procedures to be in-line
with the HIPAA Act. Health care administrators also do not
take the time nor invest in new health care record systems,
due to high cost and lack of ROI. There are also health care
workers including doctors, nurses, insurance companies, and
others who are willing to sell ePHI for personal economical
and personal/emotional circumstantial gains.

One of the major concerns regarding HIPAA violations is
the lack of encryption for covered entities. HHS and OCR
announced HIPAA fines for 2017 that totaled
$20,392,200.00. These fines include, but are not limited to
lack of timely breach notification, lack of safeguards for
ePHI, and disclosing patient information. In 2018, the total
HIPAA violation fines were $28,683,400.00. In 2021, the
largest U.S. health data breach in history occurred, for which
Anthem paid OCR $16 million for that data breach. In 2019
and 2020, HIPAA fines totaled $28,824,900.00. These fines
highlight some of the major obstacles that prevent the
healthcare providers from following HIPAA guidelines in
safeguarding patients’ privacy. These obstacles can include
training staff, updating software and hardware systems for
encryption in the hospital(s), and updating policies and
procedures to reflect new HIPAA polices and guidelines.

The “data breach of ePHI” is the highest HIPAA violation in
cost across several years and for several organizations. If
data breach of ePHI is one of the highest costs for HIPAA
violations, one can deduct that this would be one of the
major issues with covered entities. Therefore, covered
entities should be looking at how to protect against abreach
to ePHI. Another set of data presented is the overall cost of
violations. In 2020, 19organizations were audited and fined.
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There were 5 organizations that were fined more than $1
million, but 14 others were charged violation fees in the
thousands. In 2019, only 10 organizations were fined of
which 5 were charged more than $1 million. In 2018, only9
organizations were fined out of which 4 were charged more
than $1 million. Two thousand and seventeen brought about
11 organization violations, out of which 7 were charged
more than $1 million for violations.

The United States health care system’s infrastructure
regarding patients’ Electronic Protected Health Information
records (ePHI) such as: Electronic Medical Records (EMR),
digital imaging, revenue cycle and billing software (not
limited to these)have evolved throughout the years, and 2021
marks the 25th year since the Health Insurance Portability
and Accountability Act of 1996 (HIPAA) enactment [1]. The
main focus of HIPAA law is: (1) The portability provision,
(2) The tax provision and (3) The administrative
simplification provision and it is the third provision that
protects ePHI.

By understanding the history of HIPAA and its counterparts,
The Health Information Technology for Economic and
Clinical Health Act (HITECH), The American Recovery and
Reinvestment Act (ARRA), The Office for Civil Rights
(OCR), and The Department of Healthand Human Services
(DHHS), one can have a better understanding of HIPAA’s
current underlying and growing issues. HHS and OCR
provide HIPAA violation cases to the public withyear, total
violations fines, organizations fined, date of fines, correction
plans and OCR public settlement announcements. These
violations can range from rights of access, data breach,
HIPAA security rule violation, stolen encrypted technology,
and other HIPAA violations. One can deduce that OCR is
more heavily engaged in auditing health care organizations
and assigning fines that easily reach thousands of dollars.
This research focuses on the cost of violations between
2017-2020 (excluding 2021, due to COVID-19 restrictions)

[1].

The primary finding for HIPAA violations as reported by
HHS and OCR for the years 2017-2020 are as follows [9]:
Table 1 below describes the organizations that have violated
HIPAA law from January 1, 2017-December 31, 2017. This
table outlines the organizations who have been found
violating HIPAA law and audited by OCR. The table
displays date of organizations violation, name of
organization, fine total in U.S. dollars, and the reference to
the breach and correction plan.

Table 2 below is a compendium of HIPAA violations from
February 1, 2018-December 12, 2018. This table is a
compendium of violation fines, name of organizations and
OCR settlements.

Table 3 below is a compilation of data from February 7,
2019-December 30, 2019. This table presents HIPAA
violations per organization, fine total and Specific HIPAA
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violationscharges. This year accounts for the largest HIPAA
fine up to date at a total of $16 million dollars for a data
breach. In 2019, the data shows a drop in charges and raises
the question, why.

Table 4 below presents HIPAA violation data collected by
OCR which represents March 3, 2020-December 12, 2020.
This data includes HIPAA fine totals, organization names
and OCR settlement. Table 4 has the greatest number of
organizations who have been fined for the year 2020. There
are 19 organizations who have been fined which marks the
highest year for the most amount of organizations fined by
OCR for violation of HIPAA law.

When considering incentives or bribes in order to breach
HIPAA Ilaws, data was compiled through a design of 5
questions regarding HIPAA violations. These questions are
askedin the perspective of a working nurse scenario, doctor,
insurance company, and personal context. The data
presented outlines the fact that people are willing to breach
HIPAA law if they can have a monetary gain and not be
caught. The level of percentage varied with the different
groups tested but, ultimately there was a price in which
people of all categories were willing to breach HIPAA law
by releasing ePHI for one reason or another. It is alarming to
know that “79% of the participants would accept money to
save their mother and 65% would accept money to save their
best friend” [6]. When comparing nurses, doctors, insurance
companies, and a personal context, it is inevitable that the
personal context will have heavier weight when balancing
the life of a loved one compared to the potential negative
outcomes or cost. Although, nurses ranked at 47% for
admitting they would accept a certain amount of money to
provide patient data. Thirty five percent of doctors were
willing to sell patient data and 45% of insurance companies
would also sell patients data. Over all, all different types of
categories for participants proved that people could be
swayed by monetarycompensation [6].

SUMMARY, CONCLUSIONS AND
RECOMMENDATIONS

The HIPAA ACT has a lot of room for improvement, but it
is well on its way. Since HIPAA’s enactment, there has been
a wind of progression in a positive way towards better rules,
such as the Omnibus Rule and the policing of HIPAA
violations by OCR and reporting by HHS.HHS and OCR’s
data concludes that there is still a problem with the breach of
ePHI. Covered entities continue to violate HIPAA laws and
fines are only increasing year after year. Although, some
health care organizations are doing their best in preventing
HIPAA violations, there is still much room for
improvement. There is a lack of policy and procedural
implementation for training, educating and reviewing
progress with employees regarding HIPAA information. The
executive team is doing what is required by law to a degree
in order to maintain a functioning covered entity and also, in
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Date

January 9, 2017

January 18, 2017

February 1, 2017

February 16, 2017

April 12,2017

April 20, 2017

April 24,2017

May 10, 2017

May 23, 2017

June 7, 2017

December 18, 2017

Table 1. 2017 HIPAA Fines.

Organization

Presence Health

MAPFRE

Children’s MedicalCenter of Dallas

Memorial HealthcareSystems

Metro CommunityProvider Network (MCPN)

The Center for Children’s Digestive Health
(CCDH)

CardioNet

Memorial Hermann HealthSystem (MHHS)

St. Luke’s Roosevelt HospitalSystem Inc.

Rite Aid

21% CenturyOncology

2017 Total:

Fine Total

$475,000

$2,200,000

$3,200,000

$5,500,000

$400,000

$31,000

$2,500,000

$2,400,000

$387,200

$1,000,000

$2,300,000

$20,393,200

Alvarenga MA, O’Lawrence H & Martinez L

Link to OCR Settlement

First HIPAA enforcement action for lackof timely

breach notification settles for $475,000

HIPAA settlement demonstrates importance of

implementing safeguardsfor ePHI

Lack of timely action risks security andcosts money

$5.5 million HIPAA settlement shines light on the

importance of audit controls

Overlooking risks leads to breach, $400,000 settlement

No Business Associate Agreement? $31KMistake

$2.5 million settlement shows that notunderstanding

HIPAA requirements creates risk

Texas health system settles potential HIPAA violations

for disclosing patientinformation

Careless handling of HIV information jeopardizes

patient’s privacy, costs entity $387k

Rite Aid Agrees to Pay $1 million toSettle HIPAA

Privacy Case

$2.3 Millon Levied for Multiple HIPAA Violations at

NY-Based Provider
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Date

February 1, 2018

February 13,2018

June 18, 2018

September 20, 2018

October 16,2018

November 26, 2018

December 4, 2018

December 11, 2018

December 12, 2018

Alvarenga MA, O’Lawrence H & Martinez L

Table 2. 2018 HIPAA Fines.

Organization

Fresenius Medical Care North America

(FMCNA)

Filefax, Inc.

The University of Texas MD Anderson

Cancer Center

Boston Medical Center (BMC),
Brigham and Women’s Hospital
(BWH), and Massachusetts General
Hospital (MGH)

Anthem

Allergy Associates of Hartford, P.C.

Advanced Care Hospitalists PL (ACH)

Pagosa Springs Medical Center
(PSMC)

Cottage Health

2018 Total:

Fine Total

$3,500,000

$100,000

$4,348,000

$999,000

$16,000,000

$125,000

$500,000

$111,400

$3,000,000

$28,683,400

Link to OCR Settlement

Five breaches add up to millions in settlement costs for entity
that failedto heed HIPAA'’s risk analysis and risk management

rules

Consequences for HIPAA violationsdon’t stop when a business

closes

Judge rules in favor of OCR and requires a Texas cancer center

to pay $4.3 million in penalties for HIPA Aviolations

Unauthorized Disclosure of Patients’Protected Health
Information DuringABC Television Filming Results in Multiple
HIPAA Settlements Totaling $999,000

Anthem Pays OCR $16 million in Record HIPAA Settlement
FollowingLargest U.S. Health Data Breach in History

Allergy practice pays $125,000 to settle doctor’s disclosure of

patientinformation to a reporter

Florida contractor physicians’ groupshares protected health
information with unknown vendor without a business associate

agreement

Colorado hospital failed to terminateformer employee’s access

to electronic protected health information

Cottage Health Settles Potential Violations of HIPAA Rules for

$3million
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Date

February 7, 2019

May 6, 2019

May 23, 2019

September 9, 2019

October 2, 2019

October 23,2019

November 5, 2019

November 7, 2019

November 27, 2019

December 12, 2019

December 30, 2019

Alvarenga MA, O’Lawrence H & Martinez L

Table 3. 2019 HIPAA Fines.

Organization

Cottage Health

TouchstoneMedical Imaging

Medical Informatics Engineering

Bayfront HealthSt. Petersburg

Elite Dental Associates

Jackson HealthSystem

University of Rochester Medical

Center

Texas Healthand Human Services

Commission

Sentara Hospitals

KorundaMedical

West GeorgiaAmbulance

2019 Total:

Fine Total

$3,000,000

$3,000,000

$100,000

$85,000

$10,000

$2,150,000

$3,000,000

$1,600,000

$2,175,000

$85,000

$65,000

$15,270,000

Link to OCR Settlement

Cottage Health Settles Potential Violationsof HIPAA Rules for $3

million

Tennessee Diagnostic Medical ImagingServices Company Pays
$3,000,000 to Settle Breach Exposing Over 300,000 Patients’

Protected Health Information

Indiana Medical Records Service Pays $100,000 to Settle HIPAA
Breach-May23, 2019

OCR Settles First Case in HIPAA Right ofAccess Initiative

Dental Practice Pays $10,000 to SettleSocial Media Disclosures of

Patients’ Protected Health Information

OCR Imposes a $2.15 million Civil MoneyPenalty against
Jackson Health System for HIPAA Violations

Failure to Encrypt Mobile Devices Leadsto $3 million HIPAA

Settlement

OCR Imposes a $1.6 million Civil MoneyPenalty against Texas

Health and Human Services Commission for HIPAA Violations

OCR Secures $2.175 million HIPAA Settlement after Hospitals
Failed to Properly Notify HHS of a Breach of Unsecured

Protected Health Information

OCR Settles Second Case in HIPAA Rightof Access Initiative

Ambulance Company Pays $65,000 to Settle Allegations of
Longstanding HIPAANoncompliance
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Date

March 3, 2020

July 23, 2020

July 27, 2020

September 15, 2020

September 15, 2020

September 15, 2020

September 15, 2020

September 15, 2020

September 21, 2020

September 23, 2020

September 25, 2020

October 7, 2020

October 9, 2020

October 28, 2020

October 28, 2020

October 30, 2020

November 12, 2020

November 19, 2020

December 22, 2020

Alvarenga MA, O’Lawrence H & Martinez L

Table 4. 2020 HIPAA Fines.

Organization Fine Total
The practice of Steven A. Porter, M.
$100,000
D
Metropolitan Community Health
. $25,000
Services
Lifespan HealthSystem $1,040,000
Housing Works, Inc. $38,000
All Inclusive MedicalServices, Inc $15,000
Beth Israel Lahey Behavioral
. $70,000
Services
King MD $3,500
Wise Psychiatry, PC $10,000
Athens OrthopedicClinic PA $1,500,000
CHSPSC LLC $2,300,000
Premera Blue Cross $6,850,000
Dignity Health, DBASt. Joseph’s
sty P $160,000
Hospitaland Medical Center
NY Spine Medicine(NY Spine) $100,000
Aetna $1,000,000
Riverside PsychiatricMedical Group $25,000
City of New Haven,Connecticut $202,400
Dr. Rajendra Bhayani $15,000
University of Cincinnati Medical
$65,000
Center, LLC
Elite Primary Care $36,000
2020 Total: $13,554,900

Link to OCR Settlement
Health Care Provider Pays $100,000Settlement to OCR for
Failing to Implement HIPAA Security Rule Requirements
Small Health Care Provider Fails tolmplement Multiple
HIPAA Security Rule Requirements
Lifespan Pays $1,040,000 to OCR toSettle Unencrypted
Stolen Laptop Breach
OCR Settles Five More Investigations in HIPAA Right of
Access Initiative
OCR Settles Five More Investigations in HIPAA Right of
Access Initiative
OCR Settles Five More Investigations in HIPAA Right of
Access Initiative
OCR Settles Five More Investigations in HIPAA Right of
Access Initiative
OCR Settles Five More Investigations in HIPAA Right of
Access Initiative
Orthopedic Clinic Pays $1.5 millionto Settle Systemic
Noncompliance with HIPAA Rules
HIPAA Business Associate Pays $2.3 million to Settle
Breach Affecting Protected Health Information of Over 6
millionIndividuals
Health Insurer Pays $6.85 million toSettle Data Breach
Affecting Over 10.4 million People
OCR Settles Eighth Investigation inHIPAA Right of
Access Initiative
OCR Settles Ninth Investigation inHIPAA Right of Access
Initiative
Aetna Pays $1,000,000 to SettleThree HIPAA Breaches
OCR Settles Tenth Investigation inHIPAA Right of Access
Initiative
City Health Department failed to terminate former
employee’s accessto protected health information
OCR Settles Eleventh Investigation in HIPAA Right of
Access Initiative
OCR Settles Twelfth Investigation inHIPAA Right of
Access Initiative

OCR Settles Thirteenth Investigationin HIPAA Right of

Access Initiative
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order to receive reimbursement for services rendered. The
executive team is still working with old outdated software
and hardware which leaves the organizations vulnerable to
data breaches. Health care organizations (covered entities)
lack a structure of ethical and moral platforms in order to
better train their employees. Different types of employeesare
willing to sell patient data for a monetary benefit and a
greater number of employees are willing to breach HIPPA
law and sell patient data in a personal context [6].

Patients are under-protected and the most vulnerable
population to have their ePHI breached, due to the lack of
executive oversight of health care covered entities. HIPAA is
a greatstart in protecting patient’s health information from
being manipulated and sold to other benefiting covered
entities. OCR 1is a great addition to police and fine those who
have violated HIPPA laws. HHS does a great job of
reporting fines, organizations who have violated HIPAA,and
their correction plan in order to be in good standing with
HIPPA law. The matter of fact is that there are still
violations and they are only increasing. There has been a
void in the past to police HIPAA violators and now, the data
looks like there is much to be done. OCR might be
overwhelmed and underrepresented in comparison to the
covered entities.

The year 2017 had a violations total cost of $20,393,200.00.
This year included organizations such as: Memorial
Hermann Health System (MHHS), Rite Aid, 21% Century
Oncology, Memorial Healthcare Systems and others. The
year 2018 had a violations total cost of $28,683,400.00. This
included organizations such as Anthem, Cottage Health, The
University ofTexas MD Anderson Cancer Center, Fresenius
Medical Care North America (FMCNA) and others. The
year 2019 presented a total violation cost of $15,270,000.00.
This year targeted organizations such as: Sentara Hospital,
Texas Health and Human Services Commission, University
of Rochester Medical Center, Jackson Health System,
Touchstone Medical Imaging and others. Thus far, we have
had fewer health care organizations who are charged more
than $1million in violations. In 2020, the total violations cost
was $13,554,900.00.

According to Yaraghi and Gopal [5], the Office for Civil
Rights compiled, deducted and provided the following data
for a 3-month period from January 25, 2013-September 23,
2013. There are many active professional physicians in the
United States and according to the number of violations
reported, one can account for “an average of 2.17 privacy
breach incidents” that “take place per 1,000 professional
active physicians in the United States (p.1). These numbers
derived from further analyzing the number of individual
breach incident by covered entities and the types of breaches
of privacy. Included in this study, we analyze hacking/IT
incidents, theft, loss, unauthorized access, other, and
improper disposal. These incidents arecalculated on average
to affect -87,760 individuals, while a breach incident among

Alvarenga MA, O’Lawrence H & Martinez L

business associates affects 98,803 individuals. So far, these
breaches combined have undermined the privacy of
175,047,905 patients in the United States. These numbers
account for health carecover entities and do not account for
those who are not cover entities, nor do we have a real
number for those who are violating HIPAA law and are not
reported or audited by OCR [5].

When considering incentives or bribes in order to breach
HIPAA laws, the following data was compiled through a
design of five questions regarding HIPAA violations. These
questions are asked in the perspective of a healthcare
employee scenario, doctor, insurance company, and personal
context. The data presented outlines the fact that people are
willing to breach HIPAA law if they can have a monetary
gain and will not be caught. The percentage varied with the
different groups tested but, ultimately there was a price in
which people of all categories were willing to breach
HIPAA law by releasing ePHI for one reason or another. It
is alarming to know that 79% of the participants would
accept money to save their mother and 65% would accept
money to save their best friend. When comparing nurses,
doctors, insurance companies, and a personal context, it is
inevitable that the personal context will have heavier weight
when balancing the life of a loved one compared to the
potential negative outcomes or cost as outlined in the study.
Nurses ranked at 47% for admitting they would except a
certain amount of money to provide patient data. Thirty five
percent of doctors were willing to sell patient data and 45%
of insurance companies would also sell patient’s data.
Overall, all different types of categories for participants
proved that people could be swayed by monetary
compensation to violate HIPAAlaw [6] aspect of HIPAA is
accreditation. Accreditation from different organizations is
encouraged and at times demanded by other governing
bodies in order to receive payment for services rendered. An
intended outcome from accreditation services is the result of
better outcomes. A recent study conducted consisted of
4,400 hospitals out of which 3,337 were accredited (2847 by
The Joint Commission) and 1063 underwent state-based
review. There were “4 242 684 patients aged 65 years and
older admitted for 15 common medical and six common
surgical conditions and survey respondents of the Hospital
Consumer Assessment of Healthcare Provider and Systems
(HCAHPS). The results proved that there was no significant
statistical variance from those organizations accredited by
The Joint commission (TJC) or those accredited by
independent organizations. There was no conclusive data
that proved that The Joint Commission provided better
outcomes when compared to organizations accredited by
independent organizations [14].
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